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Abstract:
Security of cyber-physical systems is an imminent challenge in evolving critical infrastructures
like the smart grid. The computerization and networking of heterogeneous, distributed, and
interoperating systems bring forth unprecedented threats across the closely intertwined
physical and cyber spaces. As revealed by recent incidences like Stuxnet, BlackEnergy, and Mirai
botnet, cyber-physical penetrations strike at the heart of an unprepared society, placing an
urgent call for significant research advancements and end-to-end engineering solutions to smart
and secured cyber-physical systems.
This talk will explore cyber-physical security challenges in the smart grid through the lens of
cascading blackouts. Specifically, we will review the critical vulnerabilities of blackouts under
potential exploitation of the cyber-physical power grid. The talk will reveal how malicious
attackers, powered by advanced and adaptive machine learning techniques, can effectively
identify victims to create massive cascading blackouts with compromised control commands.
We will also examine the grid vulnerability and resilience under false data injection attacks on
the measurements. In closing, this talk will further discuss the challenges and opportunities on
the frontier of cyber-physical security in smart grid and other emerging cyber-physical systems.
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